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The RSA algorithm

A At the core of many widely deployed
cryptographic protocols

I Browser CA PKI is the most prominent use, but
not likely the most important

A Recent studies have uncovered severe
vulnerabilities in deployed systems using RSA

AIs RSA likely to fail catastrophically?
I What if some country breaks RSA in the future?
I What if some country already has?
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ISAT workshop

A Menlo Park,January 78,2013
A Attendees: mathematicians, cryptographers, readrld
Implementers, systems analysts

I DanBoneh Martin Hellman, Pete Kind, Butler Lampson,
AndrewOdlyzk@ t S { SNJ 2 SA Y0 SNHS NE

A Topics:

What is the state of RSA cryptanalysis?

What systems rely on RSA?

When RSA fails, how will we know that it has failed?
How can we remediate the failure of RBésed systems?

Assuming that RSA has not yet failed, what should we dc
now to prepare?
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HeningerLange

BernsteinKeynote

A With the number field sieve
(and optimizations), nation | |
state resources suffice for factoring a 164 number

I With COTS GPUs, & @att computer could perform &
flops In a year, enough to factor one 1084 number.

A Further minor improvements to NFS are plausible
especially to linear algebra

A Biggest shorterm problemsaretrust management,
key generation and supporting infrastructue (.,
padding, protocols).

A Quantum computer is biggest identified threat, but not
IN next five years
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breaking PKCS#1.5

I Heninger no one on theOpenSSteam understands
the crypto code they maintain and ship

A CAs and other trusted parties do not always have
goodopsec
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Martin Hellman keynote
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how do we estimate the risk?

A We have seen required key sizes doubled circa 1970 (CF), 1980
(LS/QS), and 199B8IFS); but algorithmic progress has stalled since.

A Modelingthese advances as a Poisgpncessa 78% chance of at
least 1 moreadvance irthe next 20 years.
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Al 2y Of dza ahaud Yiot lbesBprised at another major advance,

comparable to the NFS. Such an advance might effectively break
RSA as now implemented. Prudence dictates that we have
mechanismsn placeto mitigate such a disastére
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A cryptanalytic breakthrough?

A January 2013: ISAT enftRSA workshop
A February 2013, a new discrete log algorithm:

A new index calculus algorithm
with complexity L(1/4 + o(1)) in very small
characteristic
(Draft) ePrint2013/095

A DanBoneh March 201361 2 K& R 2 fa
Improvement in attacks on discrete log ' %
always lead to similar improvements in an’ A
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A world with anL(1/4) factoring

algorithm
— Quadratic Sieve
——  Number Field Sieve
— notional L(1/4) algorithm
\ \ \ ! \ \
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