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The RSA algorithm 

ÅAt the core of many widely deployed 
cryptographic protocols 
ïBrowser CA PKI is the most prominent use, but 

not likely the most important 

ÅRecent studies have uncovered severe 
vulnerabilities in deployed systems using RSA 

ÅIs RSA likely to fail catastrophically? 
ïWhat if some country breaks RSA in the future? 

ïWhat if some country already has? 

Approved for Public Release, Distribution Unlimited 



ISAT workshop 

ÅMenlo Park, January 7-8, 2013 
ÅAttendees: mathematicians, cryptographers, real-world 

implementers, systems analysts 
ïDan Boneh, Martin Hellman, Pete Kind, Butler Lampson, 

Andrew OdlyzkoΣ tŜǘŜǊ ²ŜƛƴōŜǊƎŜǊΣ Χ 

ÅTopics: 
1. What is the state of RSA cryptanalysis? 
2. What systems rely on RSA? 
3. When RSA fails, how will we know that it has failed? 
4. How can we remediate the failure of RSA-based systems? 
5. Assuming that RSA has not yet failed, what should we do 

now to prepare? 
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Heninger-Lange- 
Bernstein Keynote 
ÅWith the number field sieve 

(and optimizations), nation- 
state resources suffice for factoring a 1024-bit number 
ïWith COTS GPUs, a 226 watt computer could perform 284 

flops in a year, enough to factor one 1024-bit number. 

ÅFurther minor improvements to NFS are plausible τ 
especially to linear algebra 

ÅBiggest short-term problems are trust management, 
key generation and supporting infrastructure (e.g., 
padding, protocols). 

ÅQuantum computer is biggest identified threat, but not 
in next five years 
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.ǊŜŀƪƛƴƎ w{! ŀǎ ŘŜǇƭƻȅŜŘ ґ ŦŀŎǘƻǊƛƴƎ 

Å.ǊŜŀƪƛƴƎ w{! ƛǎƴΩǘ ǘƘŜ ǎŀƳŜ ŀǎ ŦŀŎǘƻǊƛƴƎΥ 

Å.ǊŜŀƪƛƴƎ tY/{Ім ǾмΦр ƛǎƴΩǘ ǘƘŜ ǎŀƳŜ ŀǎ ōǊŜŀƪƛƴƎ 
RSA  

ÅCƛƴŘƛƴƎ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ Ŧƭŀǿǎ ƛǎƴΩǘ ǘƘŜ ǎŀƳŜ ŀǎ 
breaking PKCS#1 v1.5 

ïHeninger: no one on the OpenSSL team understands 
the crypto code they maintain and ship  

ÅCAs and other trusted parties do not always have 
good opsec 

Approved for Public Release, Distribution Unlimited 



Martin Hellman keynote   

Å²Ƙŀǘ ƛǎ ǘƘŜ Ǌƛǎƪ ƻŦ w{! ŦŀƛƭƛƴƎΚ  LŦ ƛǘ ƘŀǎƴΩǘ ƘŀǇǇŜƴŜŘ ȅŜǘΣ 
how do we estimate the risk? 

ÅWe have seen required key sizes doubled circa 1970 (CF), 1980 
(LS/QS), and 1990 (NFS); but algorithmic progress has stalled since. 

ÅModeling these advances as a Poisson process: a 78% chance of at 
least 1 more advance in the next 20 years.  

 
 
 

 
Å/ƻƴŎƭǳǎƛƻƴΥ ά²Ŝ should not be surprised at another major advance, 

comparable to the NFS. Such an advance might effectively break 
RSA as now implemented. Prudence dictates that we have 
mechanisms in place to mitigate such a disasterΦέ 
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A cryptanalytic breakthrough? 

ÅJanuary 2013: ISAT end-of-RSA workshop 
ÅFebruary 2013, a new discrete log algorithm: 

 
 
 
 
 
 

ÅDan Boneh, March 2013: ά²Ƙȅ ŘƻŜǎ ŜǾŜǊȅ 
improvement in attacks on discrete log 
always lead to similar improvements in 
ŀǘǘŀŎƪǎ ƻƴ ŦŀŎǘƻǊƛƴƎΚέ 

ePrint 2013/095 
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A world with an L(1/4) factoring 
algorithm 
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